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Terminology
•
•
•
•

Notions, representations and measures
Knowledge and Ignorance
Information and Uncertainty
Other Terms
– Opinion
– Language
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Terminology: Knowledge &
Ignorance
• The greatest enemy of knowledge is not
Ignorance, it is the Illusion of knowledge
Stephen Hawking
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Terminology: Knowledge &
Ignorance
• It is the tragedy of the world that no one knows
what he doesn’t know – and the less a man
knows, the more sure he is that he knows
everything
Joyce Cary
• The object of reasoning is to find out, from the
consideration of what we already know,
something else which we do not know
C. S. Peirce
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Terminology: Knowledge &
Ignorance
• It takes considerable knowledge to realize the
extent of your ignorance
Thomas Sowell
• There are known knowns. These are things that
we know. There are known unknowns. That is
to say, there are things that we know we don’t
know. But there are also unknown unknowns.
There are things we don’t know we don’t know
Donald Rumsfeld
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Terminology: Knowledge &
Ignorance
• Compared to our pond of knowledge, our
ignorance remains Atlantic
• Invited scientists to state what they would like to
know in their respective fields, and noted that
the more eminent they were the more readily
and generously they described their ignorance
Duncan and Weston-Smith
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Terminology: Knowledge &
Ignorance
• Probability is relative in a sense to the principles
of human reason
• The degree of probability, which it is rational for
us to entertain, does not presume perfect logical
insight, and is relative in part to the secondary
propositions which we in fact know
• Probability is a constituting part of our
knowledge which we obtain by argument
J. M. Keynes
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Terminology: Knowledge &
Ignorance
• Einstein, Planck, and de Broglie considered
uncertainty in quantum mechanics to be merely
a statement of human ignorance
• Einstein resisted a probabilistic interpretation of
quantum mechanics by stating that God does
not play dice with the universe
• Bohr, however, maintained that uncertainty is
not a result of transient ignorance, solvable by
further research, but a fundamental and
unavoidable limitation on human knowledge
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Terminology: Knowledge &
Ignorance
• Cognitive science is based on a central
hypothesis that thinking can best be understood
in terms of
– representational structures in the mind, and
– computational procedures that operate on those
structures

Johnson-Laird
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Terminology: Knowledge &
Ignorance
• Humans tend to focus on and emphasize what
is known and not what is unknown
– Expert A informed Expert B
– No direct negation (i.e., Expert A did not inform
Expert B is not a direct negation):
• Expert A misinformed Expert B
• Expert A ignored Expert B

• What are roles and effects of languages?
• Other means of documentation and
communication
– Images, symbols, video, etc.
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Terminology: Knowledge &
Ignorance
• Knowledge can be defined as justified true
beliefs (JTBs)
• Knowledge is subjective or relative, and cannot
be separated from the human experience
• Knowledge can be fallible
• Reliability of knowledge
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Terminology: Knowledge &
Ignorance
This square
represents the current
state of reliable
knowledge (RK).

This square
represents the
evolutionary
infallible
knowledge (EIK).

Ignorance outside RK
due to, for example,
the unknowns.

Ignorance within RK
due to, for example,
irrelevance.

The intersection of the
two squares represents
knowledge with infallible
propositions (IK).

Expert A
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Terminology: Knowledge Types,
Sources & Objects
Knowledge

Knowledge
Types
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Know-how
Prior

Objects of
Knowledge
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Prior
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Direct
Memory
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Indirect
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Future
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Values

Introspection
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Sources
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Inference

Own
Experiences
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Own Inner
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Other
Minds

Precognition

Telepathy
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Terminology: Knowledge &
Information
• Knowledge differs from data or information in
that new knowledge may be created from
existing knowledge or information or both using
logical inference
• According to the Dictionary of Computing, if
information is data plus meaning then
knowledge is information plus processing
• Information processing can range from simple
retention to discovery
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Terminology: Information &
Uncertainty
• Uncertainty can be defined as information
deficiency (Uncertainty and Information:
Foundations of Generalized Information Theory,
G. Klir 2006)
• Example deficiency types
–
–
–
–
–
–

Incomplete
Imprecise
Fragmentary
Unreliable
Vague
Contradictory
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Knowledge, Information, Opinions,
and Evolutionary Epistemology
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Knowledge
Definition and Characteristics
• The body of truth,
• Primarily a product
information, and
of the past
principles about a
• Humans tend to be
system of interest
preoccupied with
• Defined in the
what will happen
context of
• Result: Potential
humankind
biasedness (status
experience
quo bias) and time
• Therefore,
asymmetry of
knowledge is relative
knowledge
18

Time Asymmetry Factors
• Our limited capacity to free ourselves from
the past in order to forecast the future
• Inability to go back in time
• Overconfidence in the superiority of the
present knowledge
• Unidirectional temporal nature of explanation
of cause-effect relationship might not always
be true and sometimes is not verifiable (e.g.,
economic incentives)
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Classification of Ignorance
Ignorance

Concept & KnowHow Ignorance
Blind
Ignorance

Conscious
Ignorance

Object
Ignorance
Blind
Ignorance

Conscious
Ignorance

Propositional
Ignorance
Blind
Ignorance

Conscious
Ignorance
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Ignorance and Propositional
Logic
• Kurt Gödel (1906-1978) showed that a logical
system could not be both consistent and
complete; and could not prove itself complete
without proving itself inconsistent and vise
versa
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Classification of Ignorance
Ignorance

Conscious Ignorance
Inconsistency
Confusion

Approximations
Vagueness

Incompleteness

Inaccuracy

Conflict

Coarseness

Blind Ignorance
Fallacy

Untopicality

Unknowns
Uncertainty

Absence

Likelihood
simplifications
Randomness

Unknowable

Irrelevance
Undecidability

Taboo

Ambiguity
Nonspecificity

Unspecificity

Sampling
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Ignorance Hierarchy
• Blind ignorance:
Ignorance of selfignorance or
called meta-ignorance

Ignorance

Conscious Ignorance
Inconsistency
Confusion

Approximations
Vagueness

Incompleteness

Inaccuracy

Conflict

Coarseness

Blind Ignorance
Fallacy

Untopicality

Unknowns
Uncertainty

Absence

Likelihood
simplifications
Randomness

Unknowable

Irrelevance
Undecidedness

Taboo

Ambiguity
Nonspecificity

Unspecificity

Sampling

• Conscious ignorance:
A recognized self-ignorance through reflection
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Classification of Ignorance
• Ignorance of self-ignorance (metaignorance)
• Fallacy: Erroneous belief from
misleading notions
• Unknowable: Knowledge which
cannot be attained by humans
because of current cognitive
constraints (awaiting revolutionary
leap)
• Irrelevance: Ignored knowledge
– Taboo: Socially reinforced
irrelevance
– Undecidability: Knowledge
considered insoluble or unverifiable
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Ignorance Hierarchy
• Incompleteness:
Lacking or non-whole
knowledge in its extent
due to absence
or uncertainty

Ignorance

Conscious Ignorance
Inconsistency
Confusion

Vagueness

Incompleteness

Inaccuracy

Conflict
Approximations
Coarseness

Blind Ignorance
Fallacy

Untopicality

Unknowns
Uncertainty

Absence

Likelihood
simplifications
Randomness

Unknowable

Irrelevance
Undecidedness

Taboo

Ambiguity
Nonspecificity

Unspecificity

Sampling

• Inconsistency:
Inconsistency in knowledge can be attributed
to distorted information as a result of
inaccuracy, conflict, contradiction, and/or
confusion
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Conscious Ignorance
Gödel (1906-1978) showed
• Conscious Ignorance: Self-ignorance Kurt
that a logical agent could not be
recognized through reflection
both consistent and complete; and
could not prove itself complete
• Inconsistency
without proving itself inconsistent
– Confusion (Wrongful substitutions) and vise versa.
– Conflict (Contradictory assignments or
substitutions)
– Inaccuracy (Bias and distortion in degree)
• Incompleteness
– Unknowns (The difference between the
becoming knowledge state and current
knowledge state)
– Absence (Incompleteness in kind)
– Uncertainty (inherent deficiencies with
acquired knowledge)
• Ambiguity, Likelihood, Approximations
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Ignorance

Conscious Ignorance

Inconsistency

Confusion

Approximations

Vagueness

Incompleteness

Inaccuracy

Conflict

Coarseness

Blind Ignorance

Fallacy Unknownable Irrelevance
Untopicality

Unknowns

Uncertainty

Absence

Likelihood

simplifications

Randomness

Undecidability

Taboo

Ambiguity

Nonspecificity

Sampling

Unspecificity

Formalized Languages
Universal
Set

Elements of
Universal Set

Element
Comments Including
Set (or Event
Belonging to a
an Example
as a Notion)
Set
Applicable Theory
Precise

Precise
ClosedWorld
Assumption

Imprecise

Precise

Binary

Crisp sets

Non-binary

Rough sets

Binary

Illogical

Non-binary

Fuzzy sets

Binary

Illogical

Non-binary

Fuzzy rough sets

Binary

Illogical

Non-binary

Rough fuzzy sets

Imprecise

Imprecise
OpenWorld
Assumption
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Classifying Monotone Measures
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Classifying Monotone Measures
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Classifying Monotone Measures
• Classical probability theory: classical probability
(additive) functions defined on classical (crisp) sets.
• Probability theory based on fuzzy events: classical
probability (additive) functions defined on fuzzy sets.
• Classical possibility theory: a pair of classical (crisp)
possibility and necessity functions defined on classical
sets.
• Theory of graded possibilities: a pair of possibility and
necessity functions defined on fuzzy sets.
• Dempster-Shafer Theory (DST) of evidence: a pair of
special semicontinuous monotone measures, called
belief and plausibility measures, which are defined on
classical sets and which conveniently represent lower
and upper probabilities, respectively.
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Classifying Monotone Measures
• Fuzzified Dempster-Shafer theory of evidence: belief
and plausibility functions of DST defined on fuzzy sets.
• Theory based on feasible interval-valued probability
distributions (FIPD): according to the FIPD, lower and
upper probabilities are determined for all sets A ∈ PX by
intervals of probabilities on singletons (x ∈ X).
• Fuzzified FIPD: feasible interval-valued probability
distributions defined on fuzzy sets.
• Other uncertainty theories: including a theory based on
λ-measures, a theory based on probability boxes,
theories based on various decomposable fuzzy
measures, and theories based on p-additive measures.
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Generalized Information Theory
• Generalized Information Theory (G. Klir):
– Level 1. Find an appropriate mathematical
representation of the conceived type of uncertainty
– Level 2. Develop a calculus by which this type of
uncertainty attributes can be properly quantified
and manipulated
– Level 3. Find a meaningful way of measuring
relevant uncertainty in any formalized
in the theory
– Level 4. Develop methodological aspects
of the theory, including procedures for
making the various uncertainty principles
operational within the theory
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Systems: Mass, Energy, Entropy &
Information

33

Systems: Mass, Energy, Entropy &
Information
• At a philosophical level, thermodynamics should
be seen as an application of Shannon's
information theory (Jaynes 1957)
• Thermodynamic entropy is interpreted as being an
estimate of the amount of further Shannon
information needed to define the detailed
microscopic state of the system corresponding to a
specified macrostate
– Example: Adding heat to a system increases its
thermodynamic entropy because it increases the
number of possible microscopic states that it could be
in, thus making any complete state description longer
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Systems: Mass, Energy, Entropy &
Information
• Do we live in an ancestor-simulation?
(Bostrom, Faculty of Philosophy, Oxford University)
– At least one of the following propositions is true:
• The fraction of human-level civilizations that
reach a posthuman stage (i.e., technologically
mature) is very close to zero
• The fraction of posthuman civilizations that
are interested in running ancestor-simulations
is very close to zero
• The fraction of all people with our present
level of technological maturity that are living in
a simulation is high
– It follows: The belief that there is a significant
chance that we will one day become posthumans
who run ancestor-simulations is false, unless we
are currently living in a simulation
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Systems: Mass, Energy, Entropy &
Information
• Do we live in an ancestor-simulation?
Posthuman computation requirements:
• Potential capacity: 1042 operations per second for a
computer with a mass on order of a large planet
• Human brains: ~ [1014, 1017] operations per second for
the entire human brain times several billion people
• Memory: It is not a stringent constraint like processing
power
• Human sensors: Maximum human sensory bandwidth
is ~108 bits per second (negligible)
• Environments: They are filled with appropriate scope,
granularity and other features on add hoc bases
• Potential demand: 100 billion humans×50
years/human×30 million secs/year×[1014, 1017]
operations in each human brain per second ≈ [1033,
1036] operations
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Memes
• Meme: Described by Richard
Dawkins in The Selfish Gene (1976)
• Analogous to Darwinian natural
selection
– Alters individual (psychological) and
group (sociological) behavior – and
ultimately species evolution
– Memes & genes may have cooperative
or adversarial relationships
– Memes (like genes) do not have
cognition or foresight – they (like
genes) have algorithms which drive
natural selection
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Memes
• Replicator Types: The evolutionary
algorithm (heredity, variation, selection) can
run on different substrates (genes and
memes)
– Humans are the product of two replicators

• Memes explain
– Why humans can’t stop thinking and talking
– “Excessively” large human brains
– Any behavior that is anti-genetic (i.e., antisurvival)
• Selflessness or Suicide bombers

• Example Memes
– Ideas, tunes, poems, catch-phrases, fashion,
religion, graffiti, images, novels, movies, etc.
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Meme Lifecycle
• Host transmits meme intentionally or
unintentionally
• Transmission vector
– Meme encoded by host
– Meme transmitted via stone engraving, speech,
text, image, observed behavior, email
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Selection and Fitness Criteria
• Motivation & hooks
– Threats: hell or failure
– Rewards: heaven or success
• Beneficial or entertaining
• Appreciative direct feedback

• Fit existing constructs
– Receptive paradigms or belief systems
– Memes aggregate and reinforce in complexes

• Suitable storage
– Memory or media

• Enduring vectors
– Chiseled in stone, certain books
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Assessing Successful
Transmission Likelihood
• Assess the information content of memes (or
memeplex) using uncertainty measures
• Assess the internal inconsistency
• Assess the inconsistency among memes within
a host and other memes at potential hosts
• Assess utilities based on a value structure
• Assess shaping factors based on meme source,
timing, complexity, impact, etc.
• Aggregate into an overall likelihood
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Evolution/Ancestor Simulation
•
•
•
•

What is a meme unit?
Genetic aspects and rules
Memetic aspects and rules
Interactions
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Generalized Theory of
Uncertainty — Lotfi A. Zadeh
• Uncertainty is an attribute of information
• Information is conveyed by constraining the
values of a variable
• Proposition is a carrier of information
• Proposition = generalized constraint
• Monika is young
– constrains Monika’s age

• Checkout time is 1 pm
– constrains checkout time
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Generalized Theory of
Uncertainty — Lotfi A. Zadeh

PNL

Precisiated
Natural
Language

GTU

Generalized Theory of
Uncertainty

GCT

Generalized
Constraint Theory

FL

Fuzzy Logic
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Generalized Theory of
Uncertainty — Lotfi A. Zadeh
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If X is large then Y is small
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Closed-World Versus Open-World
Assumption
• Mathematical definitions based on the
universal (Ω) and null (φ) sets
• Closed world
m(φ) = 0
Bel(Ω) = 1

• Open world
m(φ) > 0
Bel(Ω) < 1

46

Closed-World Versus Open-World
Assumption
• Measuring inconsistency based on a body of
evidence
– A high level of inconsistency  unseen events or
nonempty “null set”

• Examining patterns:
– Computational linguistics, Cryptography

S = C, C, P, C, B, B, P, C
(C = cyber attack, P = perimeter breach, and B
= bomb attack)
Or as a pattern S (PS) = 11213321
What is the probability of an unseen event?
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Closed-World Versus Open-World
Assumption
• Patterns
– Witten-Bell Model
– Does not account for the sequence order and
trends
– Does not account for pattern of the non-sequence
type (such as self similarity)
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Open Questions
• Formal terminology and definitions
• Foundational bases including
– Generalized Information Theory
– Generalized Theory of Uncertainty

• Systems: mass, energy, entropy & information
– Microstates, simulations, and limitations
– Governing laws and behavior functions

• Communication, languages and memes
• Open world and pattern analysis
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Boundless Influences
•
•
•
•
•

George J. Klir
Systems science
Information
science
Fuzzy sets, logic
and systems
Uncertainty and
information
Applications
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